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Filing # 126308305 E-Filed 05/06/2021 01:44:38 PM

IN THE CIRCUIT COURT FOR THE TWELFTH JUDICIAL
CIRCUIT IN AND FOR SARASOTA. COUNTY, FLORIDA

STEVEN K. FARMER, Case No.:

on behalf of himself and all others ,
similarly situated, , CLASS ACTION COMPLAINT

Plaintiff, DEMAND FOR JURY TRIAL
\'2

HUMANA INC,,
a Delawate corporation,

and

COTIVITL, INC.,
d Delaware corporation,

Defendants.

Plaintiff Steven K. Farmer (“Plaintiff?): brings thi's*‘@l;ass' ACthﬂ C‘émplaiﬁt.’ tlgfiinéf
Humana In¢, (“Humana”) and ‘Cottvi‘ti, Inc. (“Cotiviti”) (collectively; “D efendants\”‘)’ : ihdividuallfy
and on behalf of all others sithilarly smlated and. alleges upon personal knowledge asto h1s own
actions and his counsels’ investigations, and upon mformatlon and behef as to all. other matters, as
follows: A o |

L INTRODUCTION

1. Plaintiff brings this class acffi.Qn‘="égaillsﬁ D_.efendantsz,-fér thelr fa’ilute it"o‘ properly
secute and safeguard personal and sensitive information that Cofiviti, with Humiana’s autﬁoﬁgaﬁan '
and,approval, collected from medical providers, including, without limitation; full Soeial Securxty
numbers, partial Social Security numbers, hames, dates of birth, addresses} c1t1es, states z;p codes
phone numbers, email addresses, member . 1dent1ﬁcat10n numbers subscnber 1dent1ﬁcatlon;
numbers, dates of services, and/or dates of death :‘(Coll'ectiyely; "‘pcrsona.lfi_dehtiﬁeib‘le infonnation”
or “PII") as well as-provider names; medical record numbers, ﬁnéﬁttnenf :reliéted'i'ﬁfoi%‘Hiationz and/or

1
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actual images (x-ray, photographs, etc.) (collectively, “protectéd health information” or “PHI™).
Plaintiff also alleges Defendants failed to provide timely,. accurate, and adequate notice to Plaintiff
and similarly situated current and former members of Humana (collectively, “Class Members™)
that their PII and PHI had been exposed and pree:isely what types of information was unencrypted
and in the possession of unknown thitd parties.

2. Humana provides medical benefit plans to abproximately 17 million members.
Humana’s members entrust. Humana, either directly or through medical providers, with .an'
extensive amount of theif PII and PHLI. Hﬁma11a=vas§erts that it understands the importance of
protecting such information.

3. On or before December 22, 2020, _Huménal learned  that PII and PHL for
approximately 62,000 of its members had been 'je}.;posed" to unagthor’fZed individuals through a
personal “Google Drive” account (the "‘ata:-,B‘regach’;’), e

4, Humana detérmined- that- the- Data Breach occurred because Cotiviti, Wlth
Humana’s authorization and approval, collected the PII and PHI frorn med1ca1 providets and then‘
shared the PII ’vand\.PHI with: a subcontractor, “Vlsxonary, ’:’;'thich,ifrom fO’e‘to’ber 12, ZQZI()"tll_r‘ciugh;
Décetiiber 16, 2020, disclosed the PII'and PHL o unauthorized 1nd1v1duals fo promiote:a personal
business endeavor. | | | . _

5. Morethantwo months Iater ina: “Nonce of anacy Inc1dent > dated March 1, 2021,
Hiithana advised: Plamtlff of the Data Breach | “

6. By zobtammg_i collectmg, ‘using, ,arrd i‘d@xisv;mé abeneﬁtfrom th.‘exI.’II and PHI of
Plaintiff and Class Memb ers; Defendants assumed legal 1"and .eqﬁitabl'e ‘duties to those individuals
to protect and é.,afeguard-;hat ihfcmna‘twﬁ:frein:uﬁ-aﬁihoﬁ%ﬁcdﬁaecgsjsj'an‘d intrusion. 'Humanaagmfi;ts' .

that the unencrypted PII and PHI exposed 1o uiatithorized indi\f?idUa,IS included names,. Social
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Security numbers, dates of birth, treatment related information, and/or actual images -(X-ray,,
photographs, etc.

7, The exposed PII and PHI of Plaintiff and Class Members can be sold on the dark
web. Hackers can access and then offer for sale the unenerypted, unredacted. PII and PHI to
criminals. Plaintiff and ‘Class Members riow face a lifetime risk of identity theft, which is
heightened here by the loss of Social Security numbers and dates of birth.

8. This PII and PHI was compromised dug to Defendants’ negligent andlor careless
acts and omissions and the failure to. protect the PII and PHI of Plaintiff and ‘Class Members. In
addition to Defendants’ failure: fo prevéﬁt the Data Breach, after d‘i"_sc‘dveﬁr}i_rig’ the breach,
Defendants. waited more: tli:an two months toreport it to the states’ Attomeys Genetal and affected
individuals.

9. As aresult of this delayed response, Plaintiff and Class Members had no idea thieir
PIl-and PHI had been compromised, and. fcha_i't they were, and continue to be; at mgmﬁcant risk of |
identity theft and various other forms of pe’r’s‘jonél; ‘social; and financial harm. Therisk wﬂl ‘_r;ejmei’in‘ ‘
for their respective li-fetimes;_ | |

10.  Plaintiff brings this action .on behalf of all 'peréﬁns whose. .PHI: and PHI was
compromised as a tesultof Defendants™ failute to: (1) ,édcquateiy protect the PIT and PHIof Plaintiff
and Class Members; (ii) warn Plaintiffand Clas:s’“?Members‘ ochfendaiits.’ ~’1’nade‘c:1_uatein;fej_n;1‘1§aﬁon,

security practices; and (iii) ensure that the PIT'and PHI of Plainfiff and Class Menibérs wolld be
adequately safeguarded frofm :misuse or 'e;xpé_sure to unanthorized  individuals whenever -

Defendants shared it with third parties. Defendants® conduct amounts to .Iljeg"’lig"e,r’v;c‘ej?and.’Vié'Iéites‘ -
federal and state statutes. |

I, Plaintiff and Class Members have suffered injury as a result of Defendants”
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conduct. These injuries include: (i) lpst or diminished value of PII and PHI; (ii) out-of-pocket
e);penses associated with the prevention, detection, and recovery from identity theft; tax fraud,
and/or unauthorized use of their PII and PHI, (iii)lost oppqr't;ull-ifty’ costs associated with attempting
to mitigate the actual consequences of the Data Breach, including but not limited to loét time, and
{iv) the continued and certainly increased risk to their PIL.and PHI, which: (a) remains unencrypted |
and available for unauthorized third parties to. access and abuse: and (b) may remain backed up in
Defendants’ possession and is subject to further unauthorized disclosures: so long as Defendants

12. Defendants disregarded the rights. of Plaintiff and. CIaSS Mclnbcxs by intentionally,
willfully, recklessly, or negligently failing to take and ‘imple‘:ment adequate- and reasonable
measiites to ensure that the PII and PHI of Plaintiff :an‘d,jCiaSs Meémbers was s__afgguafdéd, failing:
to take available steps to prevent an unautﬁériied:di‘s’;élﬁéu‘ré of data, and failing~ to. follow
applicable, required. and appropriate protocols pohcles and procedures regardmg the; encryptlon. .
of data, even for internal use. As the result; the PII and: PHI of. Plamtlff and Class Members was
compromised through disclosure to an unknoWn a:nd unauthonzed third “party Pla1nt1ff and Class.
Members have a continuing interest in: ensunng that thelr 1nformat10n 15 and Temains safe; and they ‘
should be entitled to 1nJunct1ve and other equltable rehef ‘

IL PARTIES

13.  Plaintiff"Steven Farmer '("‘Fanné.r”j)l isa szen OfFIoncla residing in Sarasata.
County, Florida. Mr. Farmer réceived- Humaria’s Ndiiice’vgfﬁr&agy Dicident, fda;gd March 1, 2 021,
~ onorabout that date.! ‘The notice stated that Plaintiff’s full Social-Security number, pattial Social

Security number, niame, date of birth, address, city, state; ‘z'ip;godé,'?f-phone' numiber, email address,

TEx. 1.
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me,.xvnberﬁid-entiﬁcatiér\l.r numbelr, subscrib'e"r identification number; date of service, date of death,
provider name, medical record number, treatment related information, and actual images (x-ray,
photographs, etc.) may have been exposed.?

14.  Defendant Humana is a corpora‘tioh organized under the laws of Delaware;
headquartered at 500 West Main Street, Louisville, Kentucky, with its principal place of business
in Louisville, Kentucky.

15.  Defendant Cotiviti is a corporation organized under the laws of Delaware,
headquartered at 10701 S River Froﬁt Pkwy, Unit 200, South Jordan, Utah, with its principal place
of business in South Jordan, Utah.

16.  The true names and capacities of persons; or entities, whether individual, corporate, -
associate, or otherwise, who may beresponsible for some of the claims alleged herein are currently
unktiown to Plaintiff. ‘Plaintiff will seek leave of cfo"llirt} to amend this complaint to reflect the true
names and.capacities of sich. other réspénsible parties when theiridentities become known.

17. -All of Plaintiff’s clainis stated :h,e‘r.e_'in are asserted against D,efendént’s, and any of
their owners, predecessors, SUCCESSOIS, «Subsidiaﬁes; agents and/or assigns.

IL. JURISDICTION AND VENUE

18.  The Couit has subjectmatter jurisdiction over Plaintiffs* claims under Florida Stat.
§ 26.012 and § 86.011. This Court has jﬁri’sdﬁ@ti_on’-Ao'vj‘c.%'f?tghj“z’s’-‘disputé_.beCauss this complaint seeks
damages in.éxcess 0f$30,000,00 do'l.:l'grég, -engfl'i;‘,s_ivegfo‘f inté’re,s’t and 'att.ornéys‘? 'fe_és'.“ o

19.  The Court has personal jurisdiction OVGI Defgndbafnté under Fl\oﬁ"da__Stat-; § 48_1.93_,
because Defendants personziilyzor through their vz.l'g‘,_enfcsf ‘opcratc;d,_"cjc_)ﬁduc"cé@i,—-; etigaged in, Or carried

ona business or business venture ift Flozida; Humana had offices;in Florida; Defendants _committéd
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tortious acts in Florida; and Defendants breached an implied contract in Florida by failing to
perforin acts required by the contract to be performed in Florida.

20. Venue is proper in Sarasota. County pursuant to Florida Stat. § 47.051 Because:
Humana has an agent or other representative in Sarasota County and Sarasota County is where the
- cause of action accrued when Cotiviti, with Humana’s authorization and approval, collected
Plaitiff's PIl and PHI from Plaintiff’s medical provider(s) that treated Plaintiff in Sarasota
‘County, Florida.

IV. FACTUAL ALLEGATIONS

Background

21.  Humana provides medical benefit plans to approximately 17 million members.
Cotiviti provides Humana quality and data reporting to the Centers for Medicare and Medicaid . -
Setvices (“CMS?); as part of this, Cotiviti; with Humana’s au'thoﬂzation and approval, collects
medical records from health care providers to. verify data reported to: CMS, Cotiviti -uS_G.S... o
“VisiOna;y’* to review the medical records it collects. for Humana for data reporting,

22.  Plaintiff aud Class Meinbers entrusted Defendants with sensitive ;»ar‘fd;cdn‘ﬁ'd_e‘nfi‘;ﬂ
inforination, including full Social Security numbers, partial S:fi')cial'».-Sequﬁty nﬁmb’er_s,:namels,‘ dates
of birth, addresses, cities, states, zip codes, phone numbers, email addresses, menber identification
nuinbets, =s;ibscriberjdexjﬁﬁcatibn_ nﬁmbier‘s; dates of »Servivces,.fda'tes. of death, provider names,
miedical fecord numbers, treatment relat@d*infc'x“rr’nat‘ion,"'acm‘ai images (x-ray, phd;tp‘g.raphs; ete), |
and other personal identifiable information, ‘which include information that ii‘vs. ,:'s_,t:a'tip?.d,@‘e’:s not
chang_e‘% and can beused to. c_o'rnm'itzmyﬁadfﬂnancial crimes.

23.  Plaintiff and Class.Members telied on these -sophist_ioatéd-Defendan.ts‘ité keep their

PIt and PHI confidential and securely maintained, to use-this information for business purposes
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only, and to make only authorized disclosures of this information. Plaintiff and Class Members
demand security to safeguard their PII and PHI.

24.  Defendants had duties to adopt reasonable measures to protect the PII and PHI of
Plaintiff and Class Members from involuntary disclosure to third parties. |

The Data Breach

25. On or about March 1, 2021, Humany seiit Plaintiff a Notice ofPfi;aqy'liicident.3
Humana informed Plaintiff that: |

What Happened

On December 22, 2020, Humana was informed that an employee of;
a Humana subcontractef, Visionary, mapproprlately used their
access to your information to disclose information, in the form of
medical records, to unauthorized individuals in an:effort to. provide
medical codmg training to thosé itidividuals for a personal coding,
business endeaver. The subcontractor discovered ‘the incident .om:
December 16,2020. The activity- occurreéd October 12, 2020 through:
Decembger 16, 2020. We deeply apologize for this sxtuatlon ’

Cotiviti is.a vendor Humana uses for quahty and data reportmg to-
Centers for Medicare and Mcdlcald Services (CMS) Cotiviti: .
prov1des systems that allow Hutnana to contact. health care providers:
and request medical records Hecessary to venfy data reported to’
CMS. Cotiviti utilizes.a subcontractor, V151onary, toreview the:

collected medical records.
_In the incident. desetibed above, the Vlslonary,employee, who was »
authorized to aceess and ‘use the. da : d - purposes,
disclosed the information to the tmatthorized: md1v1duals througha
personal Google Drive account. :

gk
WhatInformation Was Involved

med1cal records 1nvolved n. the mmdent
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Full Social Security Nuinber
¢ Partial Social Security Number

»  Name

-« Date of Birth
o  Address

» City

& State

*  Zip Code

*  Phorie number

-o:  Fmail address

*  Member Identification Number
s Subscriber Identification Number
s Date of Service

¢ Date of Death.

¢ Provider Name

e Medical Record Number

¢ Treatment Related Tnforination -
* Actual Images (x-ray, photographs, etc.)

What We Are Doing -

We preemptively shut down our systers to-contain the incident and
then undertook a secure, managed-restoration. We also engaged a-
third-party oybersecurlty firny to assist with ¢ our review and notified
law eénforcément and continue to. cooperate with ‘therm. We have
taken steps to further strengthen and enhance the seeurity of systems -
in our network, including: updatmg admnnstratwe and technical |
safeguards.* '

26.  ©Or or about Fébmery 23, 2’021',- Humiana. notified varisus state At‘toéneys G.eneral,. )
. liucludi.n_g Washington’s Attorney Geneéral, éf.f the D,ate Breach.. Humana alSO _Provi{cled‘thé
Attorneys General with “sample” niotices of the ‘Déﬁa-:B_feachitﬂat -suggg:sti the in'fomi"a;ti_’()ngexé'ose'df
in the Data Breach may include fiill Social Security ,I_iﬁfnbe}'s,,_parit‘ia'l Social 'S‘ec1§;ri_ty' numbers;
names, dates of birth;addresseés, cities, stat’es, ;_sz;cod‘es';,phon’e numbers, ¢émail addresses- -member
identification numbers, subseriber identification numbers, ‘dates of serv1ces, dates of death,

provider names, ~medical record numbers treatment related mformatmn and actual unages (x-1ay,

4 EX', 1, pl
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photographs, efc.).”

27. Humana admitted in the Notice of Privacy Incidémf, the letters. to the Attorneys
General, and the “samiple” notices of the Data Breach that unauthorized third persons accessed
files ‘that containied sensitive information about Humana’s members, including names, Social
Security numbers, dates of birth»,'trea_tmentrrelated, information, and actual images.

28.  Imresponse to the Data Breach, Cotiviti has not ciaim'ed to undertake any remedial
measures. Humana claims that it “has ‘worked with Cotiviti td ensure it took immediate steps to
enhance protections:and ensure the safety and security of your infarrnation. now.and into the future.
To help prevent somiething like this from happening again, Humana has taken prompt .act,_ion to
Howevet, the deficiencies in the physical and technical safeguards at Cotiviti and Vrsmnary have
1ot been shared with regulators or Plaintiff and Class Members who retam 2 vested interest in
ensuring that their mfonnatlon remains p_rotected. | 7.

29.  The unencrypted P1I and pHI of Plaintiff and xC:laé_S Members majé end up for sale
onthe dark web, or simply fall into‘the hands of cjom_:pan'iies that :Willfu'sé the _détailéd' PII for targeted.
‘marketing without the approval of Plaintiff and Class Members.: Unauthgrized{ihdividual'é ;:'aa‘
easily access the PIL of_f Plaintiff and Class Members, | |

30, Defendants did not use feasonable securlty px:ecedul es and practices appmpnate to
the nature of the. sensitive, unencrypted mformatmn they were mamtammg for Plalntlff and Class
MembérS; causing the exposure of PI and PHI for :approximately 62,000 individuals.

Cotiviti Acquires, Collects; Stores, and Shares the PIL.and PHI of Plaintiff and Class

SEx. 2.
$Exs. 1, 2,




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 11 of 55 PagelD 27

Members.

31 Cotiviti, with Humana’s authorization and approval, acquired, collected, and stored
the PTI and PHI of Plaintiff and Class Members and shared the PII and PHI with Visionary:

32.  As a condition of 1n_exﬁbefship with Humana, Humana requires that its members
permit Humana to anthorize Humana’s vendors; such as Cotivity, to collect the members’ PII.and
PHI from health care providers. |

33. By obtaining, collecting, and storing the PII and PHI of Plaintiff and Class
Members and sharing it with Visionary, Defendants assumed legal and zéiquitab'le- duties and knew
or should have known that they were tesponsible for protecting the ',ff?II and PHI from disclosure.

34.  Plaintiff and Class Members have taken reasonable - ste'ps to. 'maiﬁ.tain the
confidentiality of their PII and PHI gnd' relied on D_éfendantsfto k@e‘pz their PIl and PHI confidential
and securely mainfained, to useé this infonnétibn ‘f(;):r'busincsésjfpulipofsés;_o'nly, and to make- 6ﬁ1y
authorized disclosures of this information. | |

Securing PII and PHT and Preventilg,gfjlii@ll{?l&@ |

35.  Defenddnts could-have preven’ted::ﬂli-sf .Da:teii\lj?,fééch by eﬂ'sur'fn'g' ?;hat'3'C0tiViti 'and
Visionary had the appropriate techmcal safeguards n: place pnor to: sharmg the: PII atid: PHI of
Plaintiff and Class Members w1th Vls1onary

36. Defendants neghgence in safeguardmg the-PII and PHI of: Plamtlff and Class '

Members is exacerbated. by the repeated wammgs and alerts dlrected to protectmg and- seeuring
sensitive dafa.

37.  Despite the prevalenCé of publlcannouneements of data breach and data security
compromiises, Defendants failed to take appropnate steps to protect the PII and PHI of Plaintiff -

and Class Members from being compromised.

10.
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38.  The Federal Trade Commission. (“FTC”) defines identity theft as “a fraud
committed or attempted using the identifying information of another person without authority.””
The FTC describes “identifying information™ as “any name or iumber that may be used, alone or
in corjunction with any other information, to 1dentify a specific person,” including, among other
things, “[n]ame, Socidl Security number, date of birth, official State or-government issued driver’s
license or identification number, alien registration number, government passport number,
employer or taxpayer identification number.”®

39. The ramifications of Defendants’ fajlure to keep secure the PII of Plaintiff and Class
Members are long lasting ‘and severe. Once PII and PHI is stolen, ‘particulafly Social Security
numbers, fraudulent.use of that information and damage to victims may continue for years.

Value of Personal Identifiable. -I_hfaﬂna’tion

40.  The PIlof individuals remains of high value to criminals, as evidenced by the prices
they -will pay through the dark web. Numerous sources cite da’r,,lg‘ web pricing for stolen identity-
credentials. For example, personal information cén be sold-'at a-price ranging frofn 340 to $200; -
and bank details have a pnce range of $50 10.$200.° Experian reports that a stolen credit or deblt

card number can sell fot §5 to $110 on the dark web, 0 Crlrnmals carizalso purchase access to entire

717 CFR. § 248.201 (3013).
8 1d,

® Your personal data is Jfor sale-on the dark web. Here's how much; it costs, Di gital Trends, Oct= '
16, 2019, dvailable art: httDs //WWW dMItl ends com/compqhng/ncrsonal data—sold on-the—,
dark-web-how=much-it-costs/ (last accessed Apr. 26,,2021).

1 Here's How Much. Your Personal Informatzon Is Selling for on the Dark Web, Experian, Dec.
6, 2017, availgble at. hitps/wwiwexpetian: com/blogs/ask—emerlan/heres hoew-much-yGut-
-personal-information-is-selling-for-on-the-dark-web/ (last accessed Apr. 26, 2021),

11




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 13 of 55 PagelD 29

company data breaches from $900 to $4,500."!
41.  Social Security numbers, for example, are among the worst kind of personal
information to have stolen because they may. be put to a variety of fraudulent uses and.are difficult
~for an individual to change. The Social Security Admiinistration strésses that the loss of -an
individval’s Social Security number, as is the case here, can lead to identity theft and extensive
financial fraud:
A dishonest person who has your Social Security number can use it
to get other personal information about you..Identity thieves can use
your number and ‘your good credit to apply for more credit in your
name. Then, they use the credit cards and don’t pay the bills, it
damages your credit. You may not find out that someoné is using
your number until you’re turned down for credit, or you begin to get

calls from unknown cteditors demandmg payment for items you
never bought Someone 1llegally usmg your Soc1a1 Securlty nuirber

42.  'Whatis more, it is no easy task to-change or cancel a stolen Social Security fumber.
An individual cannot obtain a new Social Security number without significant paperwork and. |
evidence of ‘raotuaL misuse. In other words, :__preventivc action to.defend agamst t»hg_;v p‘d's_'s’ibi;ljitj ()f o
misuse of a Social Security number is nof permitted: ain ,indi'x}idual" must show 'evidenij‘eiof acfdz_ﬂ_;
ongoing fraud activity to obtain a new. number.
43, Even then, anew Social Secitrity n_umbor may,':nptz-sbe-:eﬂective.,:'Acco'rdiﬁg;: to lilie -
Ferguson.of the Identity Theft Resource:Center, “The credit bureaus and banks are ‘able to-link:the B

new number very quickly to:the old number; soall of that old bad :ifnfOrmﬁtion;‘is’ quicklyinHerited

i In the Dark VPNOvetview, 2019, available at: https: //vpnovervxew com/pnvacy/anonvmous-
_browsmg/m the-dark/ (last accessed Apr. 26, 2021) :

2 Social Secirity: Admiinistration, ]dentzty T heft and Your Social Security Number, avazlable at;
Dttps://www.ssa.gov/pubs/EN-05-10064: Ddf (last accessed Apr 26, 202.1):

12
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into the new Social Security number.”!3

44, Based on the foregoing, the information compromised in the Data Breach is
significantly more valuable than the loss of, for exaniple, credit card information in a retailer data
breach because, there, victims can cancel or ¢lose credit and debit card accounts. The information
compromised in this Data Breach is impossible to “close” and difficult, if not impossible, to
change—Social Security number, name, and date of birth, and,pot,en,tiall'y. government-igsued ID
number, mother’s maiden name, birth certificate, and biometric information. _

45.  Thisdata demandsa mich highef price on the black miarket. Martin Walter, senior
director at cybersecurity firm RedSeal, explained, “Compared fo credit card information,
personally identifiable information and Social Security numbets-are ' worth more than 10x on the
black market.”!*

46.  Among othet forms of fraud, fi-dentit’y _tliigve‘s'f::ma}'i‘ .Gﬁféiﬁ driver’s licenses,
government benefits, medical services, 4nd housing or even give féis_e 'infdnna‘t.icm to police.

47.  The fraudulent activity resulting o ’thé-_‘D'ata' :Breéch._;ri:ay not come to.light for
years.

48.  Theremay be'a time lag between- when harm occurs Versus when it/is discovered, -
arid also between when PII and PHI is stolen: and when it is us_cd; vA.cé:Q.rdi_'ng‘- to the U.S.
Government Accountability Office (“GAO™), whifg{h: conducted ‘_a- study feg‘é:lﬁfﬁgidataibreaches;

[L]aw-enforcement officials told us that in some cases, stolen data’ -

1 Bryan Naylot, Victims of Soczal Security Niimber T Heft: F ind-It's Hard-to Bounce Back; NPR
(Feb; 9;2015), available.at: hittp:/fwww.npr. or:v/ZO15/02/09/384875839/data-btoler_1-bv-anthem—s-
hackers-has-millionsworrying-about-ideritity-theft (last-accessed Apr 26 2021)

- Time Greene, Anthem Hack: Personal Data Stolen-Sells for 10% Price of Stolen Credzt Card
Numbers; 1T World, *(Feb. 6, . 2015), = available at:
https: //www networkworld: com/art1c1e/2880366/anthem-hack-personal data—stolen-sells -for-10x-
ptice-ofstolen- credlt-cald numbers.html (last accessed Apr. 26, 2021).

13




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 15 of 55 PagelD 31

may be held for up to a year or more before being used to commit
identity theft. Further, once stolen data have been sold or posted on
the Web, fraudulent use of that information may continue for years.
As a result, studies that attempt to measure the harm resulting from
data breaches cannot necessarily rule out all future harm. !5

49. At all relevant times, Defendants knew, or reasonably should have known, of the
impottance of safeguardinig the PII and PHI ::of Plaintiff and Class Members, including Social
Security numbefs and dates of birth, and of tlie foreseeable consequences that would oceur if-the
PII and PHI were not safeguarded, including, specifically, the significant costs that would be
imposed on Plaintiff and Class Members as a result of a breach.

50.  Plaintiff and Class Members now face years of constant surveillance of their
financial and personal records, monitoritig, and loss of rights. The Class is incurring and will
continue to incur such damages in addition to any frandulent use of their PII and PHI.

51, Defendants were, or should have been, fiilly awate of the unique type and the
significant volume of data shared:with Visionary, amounting to tens of thousands of individué;}é’
detailed, personal information ,ap’d; t'hus:--,.‘the"'sig_x;_iﬁbant_ number of :m‘diiidﬁals who would be
harmed by thé exposure of the unencrypted data.

52.  To date, Defendants ,hayc' offered fPIﬁi‘nt-i;ff and Cléss Members :orily two. years vo,f
identity theft protection through a:single credit burea, Equifax. The offered service is inadequate
to protect Plaintiff'and Class 'Menibe_r;s_.ﬁomfhe :,thr;eaf‘s'—fhey face for years to come; particul'aﬂy 1n -
light of the:P1land PHI at issue hére. | |

53.  The injuries to-Plaiiitiff and Class Members: were directly and proximately. icéuséd‘ :

by Defendants’ failure to imiplement or maintain. a’deq;iate, data security mea_s'ures for-the PII and

> Report to Congressional Requesters, “GAO, at 29 (June  2007), available at:

https:/fwww.gao.gov/assets/gao-07-737 pdf (last accessed: Apr, 26, 2021).
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PHI of Plaintiff and Class'Members.

Plaintiff Steven K. Farmer’s Experience

54.  Inoraround January 2019, Plaintiff Steven K. Farmer became a Huména member
through his Medicare Advantage Plan provided by the Kentucky Retirement System. As a
condition of becoming a Humana member, Humana required that he provide his PIJ, including,
butnot limited to, his name;, Social Security number, and date of birth.

55. Mt Farmer received the Notice of Privacy Incident, dated March 1, 2021, on or

about that date.

56.  As a result of the Data Breach notice, Mr. Farmer spent time dealing with the |

consequences of the Data Breach, which includes time spent vérifying the legitimacy of the Notice

of Privacy Incident, exploring credit monitoring and identity theft insurance options, sigting up

and routiﬁel‘-y monitoring the credit monitoring offered by Humana, and “self-monitoring his. .

accounts. This timé has been lost forever and cannot be recaptured.

57.  Additionally, Mr. Farmer is very carefiil about sharing his PII aﬁd, PHL He has -

-~ never knowingly transmitted unencrypted PII and PHI ovét the intéruét or any other unsecured

solitce.

© 58. Mr. Farmer sfores any _do"cumentsa-conta'_iﬁ.ing;his PII and -PHI in a. safe and secure - -

location, or destroys the docuiments. ‘Moreoyer; he diligently chooses unique usernames anid

passwords for his various online acéotnts.

59; M. Farmer suffered actual injury in the form of damages to and diminution in the
value of his PIl and PHI—a form of intangible property that Mr. Farner entrusted to Defendaris
for the purpose of his Huimana merﬁb‘erﬂﬁﬁ,,;Whi,chf’was:-comprdmised in‘and as-a result of the Data

‘Breach.
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60. Mr. Farmer suffered lost time, annoyance, interference, and inconvenience as a
result of the Data Breach and has anxiety and increased concerns for the Ioss,r of his privacy.

61. Mr. Farmer has suffered imminent and impending injury arising fiom the
substantially increased risk of fraud, identity theft, and-misuse resulting from his PII and PHI,
especially his Social Security number, in combination with hisname and date of birth, beingplaced
in the hands of unanthorized third parties and possibly criminals.

62. Mr. Farmer has a continuing interest in ensuring that his PII and PHI, which, upon
information and belief, remaiti backed up in Defendants™ possession, are protected and safeguarded
from future breaches.

V.-CLASS ALLEGATIONS

63.  Plaintiff brings this nationwide class aéﬁ'o‘n on Behalf of himself and on behalf of
all others similatly situated pursuant to Rule 1 220(b)(2) (b)(3) and (d)(4) of the Florida Rules of
le Procedure | |

64.  The Nationwide:Class that Plaiitiff seeks t‘cs zeptesent is defined a’é_ 3f311§Ws:.

All individuals who reside ‘in ‘the United: ‘St.até‘s and‘whose: Pﬁ was
compromised-in.the data breach that is the subject of the Notlce of
Privacy Incidént that Humana sent to Plaintiff on. or around March
1,2021 (the “Nationwide:Class?). ‘

65.  Pursuant to Rule 1,220, and in théz‘,altei%nétfi:xie':to' claims as”serﬁedv on béhal'f}iof_thé‘ |
Nationwide Class, Plaintiff asserts claims on behalf Ofa separate:subclass, defined as fpl'_l‘_:q,ws}:i .
Al individuals who teside: in Florida: and- “whose PII was

compromised in the- data bréach that is the ubject of the Notice of

Privacy Incident that Humana sent to Plalntl‘. “on. or ‘around Mairch
1,:2021 (the “Florida Class”) ‘ :

66.  Excluded from the Classes arethe fo’llbwih g individu als,;ahd/@r @nfii:i;ejs"«: Defendants.

and any Defendarnt’s; parents, subsidiaries, affiliates, officers and ;‘c'h"rec_”;tors , and any entity in which.
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any Defendant has a controlling i'nter,esf; all individuals who make a timely election to be excluded
from this proceeding using the correct protecol for opting out; any and all federal, state or local
governments; including but not limited to their departments, agencies, divisions, bureaus, boards,
sections, groups, counsels and/or subdivisions; and all judges assigried to hear any aspect of this
litigation, as well as their immediate family members.

67, Plaintiffreserves the right to modify oramend the definition of the proposed classes
before the Court detetmiines whether certification is appropriate.

68.  Numetosity, Fla R.Civ. P, 1.220(a)(1): The Nationwide Class is so numerous that
joinder of all members is impracticable. Humana has identified thousands of current and former
Humana members whose PII and PHI may have been improperly accessed in the Data Brééch,, and-
the Class is apparently identifiable within Defendants’ records. Hiimana adyised the US.
Department of Health and Human Setvices that thie Data Breach affected 62,950 individuals. -

69.  Commionalit

common tor the Classes exist.and predominaté over any questions affecting only individual Class - -

Members. These include:
4. Whether and to what extent Defendaits had a duty to p_r:bt'eet the PII and PHI of

Plaintiff and Class Members;

b. Whether Defendants hiad duties ndt to disélbsee the:PII and PHI of Plaintiff-and Class .

Members tounauthorized third parties;

¢. Whethet Defendants had duties not ﬁo' use: the: PII and PHI of Plaintiff and Class-

Members fornon-business purposes;
d. Whether Defendants failed to adequately szifeguard the PII and PHI of Plaintiff and

Class Members;

17

/, Fla. R. Civ. P: 1.220(2)(2) and (b)(3): Questions of law and fact .
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70.

Whether and when Defendants actually learned of the Data Breach;

Whether Defendants adequately, promptly, and aceurately informed Plaintiff and
Class Members that their PII and PHI had been compromised;

Whether Defendants violated the law by failing to promptly notify Plaintiff and Class

Members that their PII and PHI had been compromised;

‘Whether Defendants failed to implement. ‘and maintain. reasonable security

procedures and practices appropriate to the nature and scope of the information
compromised in the Data Breach;

Whether Defendants adequately addressed and fixed the vulnerabilities which

permitted the Data Breach to oceur;

Whether Defendants engaged in unfalr ‘unlawful, or deceptlve practxces by faﬂmg to
safeguard the P11 afid PHI of Plamt1ff and Class Members
Whether ‘Plaintiff ‘and Class- Members~ are entitled ‘Eo;:za'c:tgva_l_‘_ damages;/ ‘»statutory'

damages, and/or nominal damages as a result-6f Déf¢ndﬁant5f wrongful ;conduét; .

Whether Plaintiff and Class. Menibers are entitled. to restitution as-a result of
Defendatits™wrongful .conduct; and

.. Whether: Plaintiff and Class M-gri;iber‘s; are :eﬁt;t1=ed'. to i'hjuhc'tivé reli'ef to-redress the

Imminerit and currently ongoing harm faced. as a result of the Data Breach.

yplcah‘g[ Fla.R: Civ. . 1.220(a)(3): Plamtlffs claimsare typlcal of those of other

Class: Members because all had their PH atid: PHI compromlsed asa result of the Data Breach due

t6 Defendants’ misfeasance.

71.

certification because Defendants have acted or'refused to. act.on grounds generally applicable to

'Polziéies*Gen‘erdHy Applicable to:the Class: This class action is:also appropriate for -
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the Class, thereby requiring the Court’s imposition of uniform relief to ensure compatible

standards of conduct toward the Class. Members and making final injunctive relief appropriate with

tespect to the Class as a whole, Defendants’ policjes challenged herein apply to:and affect Class

Members uniformly and Plaintiff’s challenge of these poli'éie_s;hinges:On Defendants’ conduct with
_respect to the Class as a whole, not on facts or laW“applicabIé.QnIy to Plaintiff.

72.  Adequacy, Fla. R. Civ, P.1.220(a)(4): Plaintiff Will fairly and adequately represent
and protect the interests of the Class Members in that '_they haveno disabling conflicts of interest
that would be antagonistic to those of the other Members ofthe Class. ;Pldinfiff;seek5; norelief that
is antagonistic or adverse to the Members of the Class-and the infringement of the tights and the
damages they have suffered are typical NOf othet \»Cl’aés':"l\"/‘[embers Plaintiff has retained counsel
vigorously.

73. Superlontv and: Manaoeablhtv Fla R: Cive P 122003}(3) The class htlgatxon is

an appropriate method for fair.and efﬁclent adjudlcatlon of the claims mvolved Class: actlon
treatment is superiot to all other available vm\etho.ds\ fprﬂthe: :,f.axr.'and: gfﬁc}i’e‘nt adjudication: of _’fthe
controversy-alleged herein; it will petiiiit a large numiber rlo'tf'-Cla's‘s‘- Members to: prosecute: their
common claims it a single forum snn‘ultaneously, efﬁc1ently, and w1thout the unnecessary'
duplication of evidencs, effort, and. expense that hundreds of mdwldual actions-would 1 requlre
Class action treatment will permiit the adjumcatlon of relatlvely modest clauns by certain: Class'
like Défendants. Further, even for those Class Members: who could afford to: 11t1gate suchia claim,
it would still be economically impractical and impose a burden on the courts. -

74.  The nature of this action and the nature of l‘aws::available*t'o Plaintiff and ‘Class .-
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Members make the use of the class action device a particularly efficient and appropriaté procedure
to afford relief to Plaintiff and Class Members for the wrongs alleged because Defendants would
necessarily gain an unconscionable advantage since they would be able to exploit and overwhelm
the limited resources of each individual Class Member with superior financial and legal resources;
the costs of individual suits could unreasonably consume the amounts that would be recovered;
Pproof of a common course of conduct to which. Plaintiff was exposed is représentative of that
experienced by the Class and will'establish the right of each'Class Member to recover on the cause
of action alleged; and individual actions would create a.risk of inconsistent results and would be
unnecessary and duplicative of this litigation.

75.  The litigation of the claims brought herein is manageable. Defendants’ uniform
conduct, the consistent provisions of the. freleyaqt laws, and the ascertainable identities of Class.
Members demonstrates that there would ‘be no '»si*grii?ﬁcant' manageability problems with
prosecuting this lawsuit as a class action.

76.  Adequate notice can be ;giiven‘to:: Class Members  directly using inférmation

 idintained in Defendants’ reécords.

N

77.  Unlessa Class-wide: 1nJunchon is:issued, Defendarits may | continue in, their fa1lure'
to- properly secure the PIL and PHI of Class Members Defendants may continue: to refuse to
provide proper notification to Class Membersr-re‘geirdigg the Data Breach, and Defendants may
continue to act unlawfully as set forthi this *Conjpl'.'ai_int.

78.  Furtlier, Defendants have acted or ;e’fuféédQ to act on. g’rpund_s generally applicable to
the Classes and, accordingly; final injunctive or c,onespond?i'ng’declara't'oryj‘rfel’i"e‘fwi_th tegard to the:
Class Members .as-a whole is appropriate under Rule 1.220(b)(2) of the Florida Rules -of Civil

Procedure.
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79. Likewise, particular issues under Rule 1.220(d)(4) are appropriate for certification
because such claims present only particular, common issues, the resolution of which would
.advan'ce the disposition of this matter and the parties’ interests therein. Such particular issues
include, but are not limited to:

a. Whether Defendants owed a legal duty to Plaintiff and Class Members to
exercise due care in collecting, storing, using; and safeguarding their PII and
PHI;

b. Whether Defendants breached a legal duty to Plaintiff and Class Members to
exercise due care in collecting, storing, using, and safeguarding their PII agd
PHI;

c. Whether Defendants failed to comply with their own policies and. Aapipl‘i‘cabl'e.
laws, regulati'ons, aﬁd industry standards relating to data s,éCﬁfity;

d. ‘Whether an implied contract existed 'b.e‘_cw.sen Defendants on the one_'haﬁd, and
Plaintiff and Class Members on the other, -aﬁd the ‘t’é_rr_ﬁs _Qf‘,th-atirxl»p'l‘ie'd} contract, :

- & Whether Defendants breached the implied-contract; |

f. Whether Defendants adéquately and accuvr;afely‘ mtormed iPlaquiff and Class
Members that their PIT and PHI hiad béen .éé,mpromi'ss‘»d;; _

g Whether Defendants failed to i:,mplcmenfrand'mainta}fﬁ,-;;ieaﬁpnéble »security~. '
procedures and practiccé appropriate-to: thenature and; sQﬁ('),p;é of the information
co‘mprorhi{_sed-in the Data Breach; "

h. ‘Whether Defendants engaged in unfair, 'u’rﬂéwﬁﬂ;~fqr’.__.deéeptiye'~’praQﬁCes ‘by
failing to safeguard the P11 and PHI of Plaintiff and Class Members; and,

1. Whether Class Members are .entitled to ‘actial damages, statutory damages,

21




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 23 of 55 PagelD 39

nominal damages, and/or injunctive relief as a result of Defendaits’ wrongful
conduct.
_count
 NEGLIGENCE |
(On Behalf of Plaintiff and the Nationwide Class)

80.  Plaintiff and the Nationwide Class re-allege and. incorporate by reference herein all
of the allegations contained in paragraphs 1 through 79

81.  As a condition of their membership with Hiimana, Humana’s current and former
members were obligated to éntrust Defendants with certain PH and PHI, including their names,.
Social Security numbers, and dates of birth, ‘

82.  Plaintiffand the Nationwide Class-entitisted their PIl and PHI to Defendants o the
premise and with the understanding that Defendants would safeguard their information, use their
Pll:and PHI for business purposes only, a;jd/Qrﬁ fiot diSéleé;' _tli’\eifﬂP'H:‘d PHI 10 uﬁaﬁthoriigd third -
parties. | '

83.  Defendants have full knowledge (;)fft'he_i sensitivity of the-PII and PHI a‘}id_fthe types
‘of harm thiat. Plaintiff and the Nationwide ,Clja’sg.‘c‘oﬁld,;&hd would ;suffei 1f th‘é*P‘-'II’and PHI were
‘wrongfully disclosed.

84.  Defendants knew or réé'sj‘oﬁébly:-S”hquild;ha\"/@fknown that the fai,h‘-.xrg to exercise due |
care in the collecting, storing, and usmg of the: PI‘I‘avr:'xd\:PHI_;ofiPIaintiff and the N afionwidez Class

 involved an untéasonable risk of harm to.Plaintiff and the :Na’tionwidg Cliss, even if the harm-
oceurred through the criminal acts of a third party.

85.  Defendaits had a duty to _EXcrdiée,-r_eascmabl'e;caxéf in saféguardiﬁ"g, seciring; and
protecting such information from beiig: compromised, Tost, 'stolen, ‘misused, and/or dlsclosed to.

unauthorlzed parties. This duty mcludes among, other things; desxgnm mamtammg, and’jt’cstl_n_g,
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Defendants” security protocols to ensure that the PII and PHI of Plaintiff and the Nationwide Class
in Defendants” possession was adequately secured and protected.

86.  Defendants also had a duty to exercise appropriate clearinghouse practices to
remove former members’ PiI aid PHI they were no longer required to retain pursuant to
regulations.

87.  Defendants also had a duty to have procedures in place to detect and prevent the
improper accessand misuse of the PII and PHJ of P.laiﬁti‘ff and the Nationwide Class:

88.  Defendants’ duty to-use reasonable: security measures arose as a result of the special
relationship that existed between Defendants and Plaintiff and the Nationwide Class. That special
relationship arose because Pl‘aintfff and the Nationwide Class entrusted Defendants with their
confidential PII and PHI, a necessary part of membership with Humana.

89.  Defendants were subject to an “independert duty,” untethered to any contract.
between Defendants and Plaintiff of the Nationwide:Class.

90. A breach-of security, unauthorized_access,=,ahd. resulting injury to Plaintiff and. the -
Nationwide Class was réasonably forescciiblé, particularly in hght of Defendants*: iﬁade,@éjte
s_equrityﬁp.r,_anices;. |

91. - Plaintiff and ‘the Nationwide Class were the foreseeable and probable vietinis of -
Defendants’ inadeqiiate. security practices and procedures 'De-fén'dan‘ts knew or :-sfhould.,have
known of the inherent tisks in collecting, sj:élin‘g,: and sharing the PII énd PHI of Plaintiff and the
Nationwide Class, the critical importarice of providing adequate security 6f'tliat PII 4nd PHI, andf
the: necessity for encryptmg PII and. PHI before sharmg them and ensurmg they were encrypted
whien stored on Defendants? systems or the systems of ‘any entity ‘with whlch Defendants. shared -

the PIT and PHI,
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-92... “ ..i)e%endants ’. dwn conduct created a foreseeable risk of harm to Plaintiff-and the:
Nationwide Class. Defendants’ misconduct included, but was not limited to, their failure to take
the steps and opportunities to prevent the Data Breach as set forth heréin.. Defenda_nts’ misconduet
also included their decisions not to comply with industry standards for the safekeeping of the PII
and PHI of Plaintiff and the Nationwide Class, including basic encryption techniques freely
available to Defendants.

93.  Plaintiff and the Nationwide Class had no ability to protect their PII and PHI thiat
was in, and possibly remains in; Defendants’ possession.

94.  Defendants were in a position to protect against the harm suffered by Plaifitiff and
the Nationwide Class as-a result of the Data Breach.

95.  Defendants had:and continue to have a duty to adequately disclose that the PII and
PHIof Plaintiff and the Nationwide Class within Defendants’ pésseﬁsi"dn;; custody, orcontrol might
have been compromised, how it wis. :CQmproﬁﬁge'd, and;-p_r’e(:‘igé;‘lyi thie types of dgt,a- :th_zj;t 'E_Wcr_&
-c:qmp‘rérrﬁ'sed and when. Such notice was nhecessary o, allowPlé_lir;-tiff and the N atlonW1deC1ass to
take steps to prevent; Tnitigate, and repair-any .idf:;l.l’tiity the’ft-apd the fr'.audulenf use:of théir} Plland. -
PHI by third parties.

'96.  Defendants had a duty to -emplo_y'prbpef,proc‘edu_res- to preverit the unauthonzed ..
dissemination of the PII and PHiiof_’Plain’ci‘ff and theNatlonmdeClass

97.  Humana has adritted that the PIT"and PHI vvof‘iélvaixitiff;?a'nd the Nationwide Class

98.  Defendants, through their actions and/or omissions, wnlawully breached theit
duties to Plaintiffand the N‘ationys;ide Class by failing to i“fi’]fpalje‘me‘ln’.c;"industr;yﬂ?rot@CQIS aﬁd exercise

reasonable care in: protecting and safeguarding the PIL and~PHI;bf,}_._?1ain_t'iffgaﬁa :fhe:Naﬁqnwid'e o
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Class during the time the PII and PHI was within Defendaits’ possession, custody, or control.

99.  Defendants improperly and inadequately safeguarded the PII and PHI of Plaintiff
and the Nationwide Class in deviation of standard industry rulés, regulations, and practices at the
time of the Data Breach.

100.  Defendants failed to heed industty warnings and alerts to provide adequate
safeguards to protect the PII and PHI of Plaintiff and the Nationwide Class in the face of increased
risk of theft.

101.  Defendants, through their actions. andfor omission_é,_ unlawfully breached their duty
to Plaintiff and the Nationwide Class by failifig to have: apprOp’r,ia,té. procedures in place to detect
and prevent dissémination of Humana’s current :andijrmé;I mcmbérs’ PII ;and PHIL

102.  Defendants breached their duty to exercise 'dpp:dpri'at_e‘ élcziringhbusa practices by
failing to.remove Hurnana’s former members’ PII and PHI they were fio longer required to retain
pursuant to regulations, o

103.  Defendants, through their actions and/or bmi‘s‘sions,aurﬂéwﬁiﬁy'\br_éa,chéd their duty
to adequately and timely disclose to Plaintiff and the Natiiol\‘{WidééGIas’s, the éXisIenée' and SCqﬁe“of :
the Data Breach. | -

104. But for'Defenda_rLtsﬂ’w;:ongﬁll%"gndv_jnggligéht, breach ’of:f&ﬁti’qs;_:oyve'd:to Plaintiffand
the Nationwide Class, the PIL and PHI Of?laipti»ff and t’h;:fNaﬁonwi‘dé"élqs,s:'ivvjoﬁld not have been: -
compromised. | |

105.  There is a close causal ‘<‘:’;on_1’1ec,:tig'>_r“1" 'beta;r‘e_en- Defendants’ failute to implemént -
sécurity measures to ‘protect the PII and PHI of Plaintiff and. the N'aﬁ'cmw\_ide Class and the .haﬁn',
or risk of imminent harm, suffered by-Plain_tiff and the Nat10nw1deCIass The PIf and PHI of

Plaintiff and the Nationwide Class was. lost and dccessed as the proxiniate result of Defendants’
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failure to exercise reasonable care in safeguarding such PII and PHI by adopting, implementing,
and maintaining appropriate security measures.

106.  Additionally, Section 5 of the FTC Act prohibits “unfair . . . practices in or affecting
commeree,” including, as interpreted and enforced by the FTC, the unfair act or practice by -
businesses, such as Defendant, of failing to use reasonable measures to protect PII and PHI. The
FTC publications and orders jde.scrib"e'd above also form part of the basis of 'Defendaﬁts’ duty in
this regard.

107. - Defendants violated Section. 5 of the FTC Act by failing to use reasonable me‘asures
to protect PII and PHI and not complying with applicable industry standards, as described in detail. -
herein. Defendants” conduct was particularly unreasonable given the nature and amount of PII and
PHI they obtained and stored and the foreseeable consequerices of the imimense damages that:
would result to Plamtlff and the Natronwxde Class.

108. Defendants” violatioh eff’:S“eetieni 5 of the FIC Act coristitutes negligence per se.

109.  Plaintiffand the Nationwide Class are within the class of persons that the FTC Act
was itended to protect, |

110. The: hafm; that occurred as aresult of the Data vBreac}i"is the type ;of; harm the FTC
Act was intended to guard against. The FTC lias:pursqe'd: .enfervc'ement,act'ians against bﬁsiﬁeS‘See',
which, as a result of their failure to employ reasonable data secutity tneasures and avoid unfiir and -
deceptive practices, ¢aused the same harm as that'sdffered by '15laintiffandrth‘e..‘NatiénWi‘de Class.

111, As a direct and proxnnate result of Defendants neghgence and negligence per se,
Plalntlff and the Nat10nw1de Class have. suffered and. w1ll suffer injury, meludmg but. not limited:
to: (i) actual identity theft; (ii) the loss of the: Qpﬁblrtﬁﬁlty*b'f h‘owi’chverr’P.II and PHI 'is':usﬁe{d}' (iii) the.

comptomise, publication, and/or theft of their PIl'and PHE (iv) out-of-pocket-experises associated -
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with the prevention, detection, and recovery frony identity theft, tax fraud, and/or unauthorized use
of their PII and PHI; (v) lost opportunity costs associated with effort expended and the loss of
productivity addressing and attempting to mitigate the actual and future consequences of the Data
Breach, including but not limited to efforts spent researching how to prevent; detect, contest; and
recover from tax. fraud and identity theft; (vi) costs associated with placing freezes on credit
reports; (vii) the continued risk to their PII and PHI, which remain in Defendants’ possession,
:Custody and control and is subject to further unauthorized disclosures so long as Defendants fail
to undertake appropriate and adequate measures to proiect the PII and PHI of Plaintiff and the
Nationwide Class; and (viii) future costs in terms. of time, effort, and money, that will be expended
to prevent, detect, contest, and repair the impact of the PII and PHI compromised as a result of the:
Data Breach for the remaindér of the lives of Plaintiff and the Nationwide Class. ,

112, As a direct and proximate result of Defendants’ ‘negligerltce ~and_rge.gl:i‘genc:e, perse,
Plaintiff and. the Nationwide Class.have suffered and will continue fo suffer other forms of injury-
and/or harm,' including, but not limited to, anxiety, emotional disft"ress_-,:zlg;’jSS‘ of :p'riVac,y,. .and. other
.economic and non-economic Tosses.

113. Additionally, as a direct and ‘proximates _r{esﬁl’t- -of Defendants® .negl__ig;cn,ée and
fiegligence per se, Plaintiff and the Nationwide Class havg- sufffér,éd'afﬁd" will-suffer the continued
nskSOf exposure-of their PII and PHI, which remain in Defendants’ possession, cusfody, and
control and dre subject to. further unaut:horiz' ed disclosures so long asDefcndants 'f:éil} to uﬁdﬁrtake;
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o _ COUNT I
BREACH OF IMPLIED 'CONTRALCT - HUMANA
(On Behalf of Plaintiff and the Nationwide Class)

114.  Plaintiff and the Nationwide Class fe-allege and incorporate by reference herein all
of the allegations contained in paragraphs 1 through 79.

115, Humana required Plaintiff and the Nationwide Class to provide and entrust their
personal information to Humana, inchuding full Secial Security numbers, partial Social Security
addresses, member identification nurnbers, SUbs.cribér identification numbers, dates of scrviceé,
dates of death, provider names, medica'l record numbers, treatment telated information, and/or
actual images (x-ray, photographs, etc.).

116.  As a condition of their metnbetship with Humana, Plaintiff and the Nationwide
Class provided .their'“pers"onal,infonnatfoii: In‘so ddingf, P_la}in‘tiff and ’thé Nationwide Class entered
inté‘ implied 'céntracts ;With.Humaﬁa by Wwhich- Humana agreed to safeguard and protect such
information, to keep such information seéim-é and:confidential; and to timely and accurately no{ify

Plaintiff and the Nationwide: Class if their data had been breached ‘and;éorzipj_r.omisede or stolen.

117.  Plaintiff and the Nationwide Class: fully-performed their obligations under the

implied contracts with Defendant,
118.  Humana breached the 'impfi‘e(fli'qoritjr?actST 1tmade with Plaintiff and the Nationiwide

Class by failing to safeguard and protect their persotialinformation =andi'by'faiijhg.19: pﬁoyide ,gi,meiy

and accurate notice to them that petsonal information-was compromised as a résult-of the data

breach.

119.  As a direct and proximate Tesult :of;Hinhana"‘s‘ 'zib:d\‘/e-des_cﬁbed breach of"impli,e_d_

contract, Plaintiff and the Nationwide Class have suffered (and will continue to suffer) ongoing;
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imminent, and impending threat of identity theft crimes, fraud, and abuse, resulting in monetary
loss and economic harny; actual identity theft crimes, fraud, and abuse, resulting in monetary loss
and ecoriomic harm; loss of the confidentiality of the stolen confidential data; the illegal sale of
the conipromised data on the dark web; expenses and/or time spent en credit monitoring and
identity theft insurance; time spent scrutinizing bank statements, credit card statements, and credit
TepOTts; eXpenses andlof-tilne, spent initiating fraud alerts, decreased credit scores and ratings; lost
work time; -and other economic and hon-economic harm.
COUNT III
_ INVASION OF PRIVACY
(On Behalf of Plaintiff and the Nationwide Class)

120.  Plaintiff and the Nationwide Class re-allége and incorporate by reference herein
all of the allegations contained in par-ag;raphs. 1 through 79. | |

121.  Plaintiff and the Nationwide Class had a. 1egi’ti,mate expectation of privacy to their
PII and PHI and were entifled to the protection 'of:'jfhi'sr information against disclosure to
uniauthorized third parties.

122. Deéfendanits owed a duty “to Humana’s cufrent and, former- mefnbers,;. ;.i.ncluldiﬁ'gf B
Plaintiff and the Natjonwide Class, to keep the1r PIL and PHI conta}i‘ned' as a part;'thefépﬁ _
confidential. ”

123.  Defendants.failedto protect and released t‘c;): unknown andjunauth‘orilzed thlrdpartles
the PII.and PHI of Plaintiff-and the Nationwide Class.

124. Defendants allowed unaﬁthtj'riéed' ’ana_-un-knowr__l third. partles access ‘for and
éxamination..of the PII and PHI of Plaintiff and. the 'Nétioﬁwide Class, by way of Defendants’
failure to protect the PII and PHI. |

125.  The unauthorized release to, custody of; and examination by llnéﬁtholizécl? th1rd
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parties of the PII and PHI of Plaintiff and the Nationwide Class is highly offensive to a reasonable
person.

126.  The intrusion was into a place or thing, which was private and is entitled to be
private. Plaintiff and the Nationwide Class disclosed their PII and PHI to. Defendants as part of
the current and former members’ membership with Humana, but privately: with an intention that
the PII and PHI would be kept confidential and would be protected from unauiliorized disclosure.
Plaintiff and the Nationwide Class were reasonable in their belisf that such information would be
kept-private and would not be disclosed without their authorization.

127, The Data Breach at the hands of Defendants constitites an intentional interference
with Plaintiffs and the Nationwide Class’s interest in solitude or seclusion, either as-to their
persons or as to their private affairs or concems, of a kind that would be highly foe‘néiV.e toa
reasenable person.

128. Defendants acted with a knowing state. of mind when they ;p__ermifte’d the i_).atg
Breach to occur because they were with actual knowledge that tﬁ',eilf itiformation security practices -
were inadequate and insufficient, |

129.  Because Defendants acted with this knowing state of thind, \thery_:had-noﬁjc;e and -
kniew the 'ina‘deqﬁa'te; and insufficient infétmation seurity prgc_it’ices ‘would. cai‘ifSé 1nJury and harm'
to Plaintiff-and the Nationwide Class:

130. As aproximate result of the dbove acts and ‘oiissions: of Defeh"d‘,a'nts',_-ithjef‘PﬁII-’ and
PHI of Plaintiff and the Natioriwide ClaSS was disclosed LtQ:-_;fthif.d ‘patties: without-authorization,
causing Plaintiff and the Nationwide Class to suffer-damages.

131.  Unless and until enjoined, a‘h”di. testrained by fofder‘ of thi‘é. Couit, Defendants’ -

‘wrongful conduct will continue to cause great and itreparable injury to. Plaintiff and the
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Nationwide Class in that the PII and PHI maintained by Defendants can be viewed, distributed,
and used by unauthorized persons for yeats to come. Plaintiff and the Nationwide Class have no
adequate remedy at.law for the injuries in thata judgment for:monetary damages will not end the
invasion of privacy for Plaintiff and the Nationwide Class.
_COUNTIV
BREACH OF CONFIDENCE
(On Behalf of Plaintiff and the _Naﬁom""i«de Class)

132, Plaintiff and the Nationwide ‘CIaSs-'re'—alle,gg .and:‘incjol_po_ra’te by teference herein all
ofthe allegations contained in paragraphs 1 thiough 79. |

133. At all times during Plaintiff’s and ‘,thé Nationwide Class’s interactions with
Defendants, Defendants were filly aware of the confidential and sesisitive:nature of Plaintiff’s and
the Nationwide Class’s PII and PHI that Plainiff and the Nationwide Class entrusted:to Humana
as its members.

134. As alleged herein and ‘a,b'c;v-q;' Defendants’ telationship with Plaintiff and ‘the.
Nationwide Class was goveined by terms and expectations that Plaintiff’s and the Nat’ioﬁwidc
Class’s PII and PHI would be-collected, stored, and protected in coﬁﬁ';ienéei and“would-not be
disclosed.to uhauthorized third.-fp'agtieé', |

135.  Plaintiff'and the iNati'onwide’ Class entrustedtheerH and PHI to Defendants with
the: explicit and implicit-understandings that .Defendantse woylﬁ@,pmtjec,t«and.not permitthe PI and
PHI to be disseminated to-any unauthorized thlrd partles |

136,  Plaintiff anid ‘the‘ﬁNati'onwide _Cl_af.s,s-v;a,__ls"q-'»sc;nirhstc.df:th.‘exi’“rfPI’I and PHI'to Dé'fendanfs :
with the explicit and implicit understandings -that.-f.]})éfénd'ai‘;h_t{s.wcjﬁld. -;tékq’ precautions to protect

that PII and PHI from uniauthorized disclosure.

31




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 33 of 55 PagelD 49

137.  Defendants voluntarily received in confidence Plaintiff’s and the Nationwide
Class’s PII arid PHI with the understariding that PII and PHI would not be disclosed or
disseminated to the public or any unauthorized third parties.

138.  Due to Defendants’ faﬂure to prevent and avoid the Data Breach from occurring,
Plaintiff’s and the Nationwide Class’s PII and PHI was disclosed and misappropriated to
unauthorized third parties beyond Plaintiff’s and the Nationwide Class’s confidence, and without
their express periission..

139.  As a direct and proximate cause of Defendants” actions and/or omissions, Plaintiff
and the Nationwide. Class have suffered damages.

140. But*fo.r;Defeng.iants’ disclosuie of Plaintiff’s and the Nationwide Class’s. PII and
PHI in: violation of the parties’ understanding’ of ‘confidence, their PII and P}_H‘woﬁld.ndt havg
been compromised, stolen, viewed, accessed, and used by tnauthorized third parties. _Defénfdan'tsf*
Data Breach was the direct and legal cause of the unauthorized.disclosure of Plaintiff’s and the -
Nationwide Class’s PII and PHI as well as the resulting_damagesr.

141. Theinjury and ,haﬁnfl;iﬁintif‘f and the Nationwide-Class suffered wag fhere"{i'éonaﬁly
foreseeable result of Defendants” unauthorized d‘i_sélg_supgfof Plaintiff’s-and the Natifonwid@f'Clas,sis; -
PIl and PHI. Defendants kiiew or shotild have kmown '~th¢ir..;metho ds of aceepting and securing;
Plaintiff’s and the:Nationwide Class’s PIl'and PHI Were inadequate as they relate to, at the vely
least; ensuritig thelr vendors entrusted with the PIL.and PHI properly safeguard it

142.  As a direct andpr,ommatc\ re_sul_'_t'o_f.pefe_andants_ breachies of C“'o,nﬁd,é'r‘l‘c,_e_',.le'ainti:ff =
and the Nationwide Class h“av.a: suffered and-will éuffer injury, including but.not limited to: (i)
actual identity theft: (11) the loss of the opportunity how: th‘_eir PII fifs :uSéd; (iif) the comprothise, -

‘publication;, and/or theft of their PII and PHIL (iv) .out-of-pocket expenses associated with ‘the
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prevention, detection, and recovery from identity theft, tax fraud, and/or unauthorized use of their
PIL.and PHI; (v) lost opportunity costs associated with effort expended and the loss of productivity
addressing and attempting to mitigate the actual and future conséquences of the Data Breach,
including burt not limited té efforts spent researching how to prevent, detect, contest, and recover
from tax fraud and identity theft; (vi) costs associated with placing freezes on credit teports; (vii)
the continued risk to their PII and PHI, which remain in Defend‘antﬁs"' possession and is subject to
further unauthorized ’disc‘l’dsures so long as Defendants fail to undertake appropriate and adequate
measures to protect the PII and PHI of curreﬁt and former Humana members; and (viii) future costs
in terms of time, effort, and money that will be expended to-prevent, detect, contest, and-tepair th_é
impact of the PIl and PHI compromised.as a result of the Data Breach for the remainder of the:
lives of Plaintiff and the Nationwide Class.

143.  As adirect and proximate result-of Defendants‘;'breaches" of confidence, 'Plainiiff
and the Nationwide Class have suffered and will 'coﬁtinuei,sto'suffer other forms of injﬁu_r-y'and/or
harm, including, but net limited to, anxiety, emotional distress, loss ofpﬁyacy, and other economic
and non=economic losses. |

COUNT Vv
‘Violation of the Florida Deceptive and Unfalr Trade Practices Act
(Fla. Stat. §§ 501. 201, et seq.)
(On Behalf of Plamtxff and the Florlda Class)

144, Plaintiffs re-allege and ifnco_rpO}ia,fQ by referenice -heir‘;éih aﬂ of the: allegations _
co_nté_ined in paragraphs 1 through 79.

145.  Defendants etigaged in the ‘condue’t dlleged.in-this :CQmpl'ainfthrOﬁgh‘tf'a'nsdcftions_
in and mvolvmg trade and commerce.. Mamly, Defendants obtamed Plamtlffs and Flonda Class

‘members’” PII and PHI through advertising, soliciting, prov1dmg, offering, -and/or dlstnbutmg
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goods and services to Plaintiffs and Florida Class members and the Data Breach occurred through
the use of the intemet, an instrumen'tali_ty‘ of interstate commerce.

146.  As alleged herein this Complaint, Defendants engaged in unfair or deceptive acts
or practices in the conduct of consumer tran‘saét-ions, including, among other things, the following:

a. failure to implement adequate data security. practices to safeguard PII and PHJ;

b. failure to make only authorized diselosures of current and former members’ PII
and PHI;

c. failure to disclose that their data security practices were inadequate to safeguard
PII and PHI from theft; and

d. failureto timely and accurately disclose the Data Breach to Plaintiffs.and Florida
Class members.

147.  Defendants’ actions constitute uﬁ‘cénsdénablé, ﬁéée_ﬁtive, or unfair acts or
practices because, as alleged hierein, Defendants :engagedfu_‘iﬁ in;moral,{ :ﬁnc:;thiéal, oppressive; aﬁd
'un'scmpuious- activities that are and were. substantially iﬁjﬁlﬁi’dus;to Huﬁmana'f’s curtent and former
members. |

148. In commiitting ‘the acts alleged above; Defendants engaged m unconscmnable
deceptive, and unfair acts-and practices acts’ by omlttmg, falhng to. dlsclose oft madequately
disclosing to Hutriana’s clifrent and: fonner members that they did tiot follow mdustry best |
__pract1ces for the collection, use, and storage of PIf and- PHI 7

149.  As adirectand: proximiate tesuilt of Defendants’ cen duct, Elsiihtjifff “and Florida.Class
mémbers have been harmed and have suffered damages ti"r_‘)_'cl.uding,;bl‘l_,'tlfn'(:)"f limited to: damages
arising from-identity theft and fraud; .outrdf—ppéléét1eXpeﬂé,e:s.iassb:‘c'i'ated with procﬁring 'id“e.n_ﬁ,t»y‘

protection and restoration services; increased-risk of future identity theft and fraud, and the costs

34




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 36 of 55 PagelD 52

associated therewith; and tirme spent'monitoring, addressing and correcting the current and future:
consequences of the Data Breach.

150. - As a direct and proximate result of the unconscionable, unfair, and. deceptive acfs
entitled to recover actual damages, an order providing declaratory and. injunctive 'r‘elief,' aid
reasonable atforneys’ fees and costs, fo the extent perritted by law.

151, Also as a direct result of Defendants’ knowing violation of the Florida Unfair and
Deceptive Trade Practices Act, Plaintiff and Florida Class members are entitled to damages-as well
as injunctive relief, including, but not limited to:

4. Ordering that Defendants implement measures that ensure that the PIT and PHI
of Humana’s current and former members is appropriately- encrypted and
safegiiarded when shared with any other entity, including to fhe‘eX§ent they are
currently shared; | o |

b. Ordering that Defenvdargt‘swp‘urge, delete; and- destroy in a re.as"o_nab;le'seeuief
manner PII and PHI 'not-‘:necessar}_’ for théit;prQYiSidn of services;

¢. Ordeting that D‘efEndaﬁt;.routineiy,an‘d :egntjgnuvally' seo,hd‘uct- i;ﬁtex"nalltr‘ai-ﬁing and-
education to inform Jnternal sectirity personnel how tor 1dent1fy and contam a
breach when.it occurs and: What to'do in response toa. breach and

d. Ordering Défesdait to meaningfully fedueate‘ Humana’s current and forrer
members -about the threats they face as-a.result. of the loss of their PII- and PHI
to third parties; as well as thie steps Humana’s current and former members must’; ;

take to protect themselves,
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PRAYER FOR RELIEF

WHEREFORE, Plaintiff, on behalf of himself and Class Members, requests judgment:

against Defendants and that the Court grant the following:

A

For an Otder certifying the Nationwide Class and the Florida Class and appointing

Plaintiff and their Counsel to represent each such Class;

For-equitable relief enjoining Defendants from engaging in the wrongful conduct

complained of herein pertaining to the misuse and/or disclosure of the PII and PHI

of Plaintiff and Class Members, and from tefusing to issue prompt, complete, any

accurate disclosures to Plaintiff and Class Members;

For injunctive relief requested by: Piaintifﬂ,i_nelud"mg butnot l’imited to; injunctive

and other equitable relief as is necessary to protect the mterests of Plamtlff and.

i

i,

.

iv.

prohiibiting Defendants from engaging in the wrongfl and wlavil oot
described herein:

requiring Deferidants to f)roteet,='ine'Iudihg'»thr©ugh encryptlon, all data 'Gdﬂéetéd
through the course of their business' in- accordance. with “all applicable
tegulations, industey sténdards, and federal, state or local Taws;

requirinig Defendants to. delete, destroy; and purge the persenal 1dent1fymg,

information of Plaintiff and Class Members unless Defendants can prov;de to

the Court reasonable.gust;lﬁc{atm,_n for the. ;rete'ntmn- and use'of such iihfonnati‘on

‘when weighed against. the pﬁvacy,intetes_ts of Plaintiff and .Czlas‘s"M'éfﬁBer“s; .

'requ-i;ing Defendarits to implenient éi_rid maijntain a comp;ehensi}le- I"nj’,foji}naﬁon

Security Program desi gﬁe,d.‘t_c)’¢.p“r'_()tect‘.th6 confidentiality and.:in;tf'egrity thhg:.ﬁll;
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VI

Vii.

Vi,

and PHI of Plaintiff and Class Members;

requiring Defendants to ensure that appr'o:pr-iate-safegqards are in place when.
sharing PII or PHI with other entities, including vendors: or subcontractors;
requiring Defendants to audit, test, and train their security pc'rso’l‘mel. regarding
any new or niedified procedures;

includes at least annuél:.informafion security training for all employees, with

additional training to bé p’ro‘ﬁded,as appropriate based upon the employees’

respective responsibilities with handling personal identifying inforimation, as

well as protecting the personal identifying information. of Plaintiff and Class
Members;

requiriig Defendants ’t(.)firQut,i‘ne_ly and continually conduet intérnal training and -

‘education, and on.an annual basis to-inform internal security personnel how to

identify and contain a ‘breach Whenltoccurs and what to dosin response to-a
breach; | | |

requiring Defendarits fo;:implc‘m@nt asystem of tests to -éssess their respective
employees” knowledge of the cdﬂédtiéﬁ‘pﬁogranig dispﬁsséd\ in the:pregec’ﬁ_:n‘)g,
subparagraphs, as ‘well as ’:Iagidémlyi and “petiodically  testing employees
'cémplifaﬁc.e ‘with ]36f¢nélant§’ pollcles,programs, and systems- for protectinig
‘personal idenﬁiﬁzfngvinfonnafipn; and - | |
=requ_irin‘g Defendants: to. meanmgfully educa'c’ei;al:li@-‘l_ass Mémb'e'r;s':"abqﬁt the -
threats.thatthey fase as a result of the loss.of their coiifidential personal

ideritifying information to. third parties; ag fwéll; a8 'the steps affected.individuals -
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must take to protect themselves.
D. For an award of damages, including actual, nominal, and consequential damages,
as allowed by law in an amount to be determined;

E. For an award of attorneys’ fees, costs, and litigation expenses, as allowed by law;

F. For prejudgment interest on all amounts awarded; and

G Such other and. futther relief as this Court ‘may deem just and proper.

DEMAND FOR JURY TRIAL

Plaintiff hereby dernands that this matter be tried befote a jury.
Date: May 6, 2021 Respectfully Submiitted,

/s/ John A. Yanchunis.

John A. Yanchuiiis

Ryan D. Maxey

.NIQRGAN & MORGAN COMPLEX
LITIGATION GROUP

201 N Franklin Street, 7th Floor
Tampa, Florida.33602

(813):223-5505
jyanchunis@ForThePeople.com
rnaxey@ForThePeople.comi

Attoryieys fof Plaintiff and the Proposed. Class - .
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EXHIBIT 1
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HUMANAINC
PRIVACY'OFFIGE -
101 E MAIN STREET
LOUISVILLE KY: 40202

February 23,2021

Attorney General:
SecurityBreach@atg:wd.gov

RE: Case 283533 , A
NOTICE OF PRIVACY i‘NC,'IDENT’ ‘

Dear Attorney General; -
The purpose of this. letter is to notlfy your . office; of & recent privacy: mcudent ‘that occurred and impacted:
residents ‘of your state. First, let me state tha Humana takes all prlvacy concems seriously and is- taklng,

appropriate steps to prevent érrots such-asthis in‘the future.

What Happened?
On D’e"céfnb‘er' 22 2’0‘20

December 16 2020, We deeply apologlze for thls sﬁuatnoh. B

-Cotlvn:l IS, 7 vendor Humana uses fo

usiness Asso"'ate Agreements wnth alf org
- our beha!f mvolvmg,our .memb i

PRVCY002410620v1 o e . " Humaonacom . .




Case 8:21-cv-01478 Document 1-1 Filed 06/17/21 Page 46 of 55 PagelD 62

are being followed. Similarly, Cotiviti has executed Business Assomate Agreements with their subcontractors
that holds them to these same standards

What Information. Was Involved?

The following information may have been included as part of the medical records involved in the incident:
* Full'Social Security Number

* Partial Social Security. Number

* Name.

¢ Date of Birth

* Address

s City

* State

e Zip Code

* Phone humber

*  Email address

* Member Identification Number

= Subscriber Identification Number

» Date of Service

* Date of Death

* Provider Name

+  Medical Record Number

*  Treatment Reldted Information

* Actual Images (x-ray, phctographs, etc.)

What Are We Doing? :
On February 25, 2021, notification letters will be.sent to 675 re5|dents of your state: who Were impacted by this:
situation. Attached you will fmd a copy of the letter that-includés.an-application for free credit monitoring and

free identity theft protection for two years. There'is no ¢ost to;the mdwrduals forthis service.

We deeply regret this incident, but want to.assure you that-Humana has. safeguards to. protect JndlwdualL
information including policies, procedurés and technlcal -safeguards As a result of this incident Humana has
worked with Cotiviti to ensure |mmedlate steps.were taken 1o enhance” protectnons and ensure the safety’and
security of individual’s information. To help prevent somethmg ke this. from ha pening again;: Humaria has
taken. prompt-action to ‘ensure the appropfriate physncal and techmcal safeguards are’in place at Cotlvm and

Visionary..

Ugon discovery, Visionary immediately disabled the access of the now former employee into V|5|onary and
Cotiviti systems. Visionary implemented. a broad ‘containment st "tegy to-prevent any information that was
subject to unauthorized- disclosure, due to this incident, fror “unautherized disclosure. Both Visionary
and Cativiti latinched a-comprehensive investigation. |nto the mcrdent and hlred cybersecunty firms to-assist in
the efforts. : :

Humana wilk promptly report to your office and appropriate law enforcement ofﬂcnals ‘any information that is:
shared with us.that indicates this information has been mappropn'ately used,

PRVCY0024r0620v1 ' . . Humadria.com
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Please do not hesitate to contact me if you have any additional questions regarding this situation.

Sincerely,

lames S, Theiss

Chief Privacy Officer
Humana Inc.
502-580-4322
jtheiss@humana.com

Enclosures

PRVCY0024r0620v1 . . Humana.com -
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HUMANA INC
PRIVACY OFFICE

101 E MAIN STREET
LOUISVILLE KY- 40202

February 25, 2021

FIRSTNAME LASTNAME
ADDRY. ADDR2
CITY STATE ZIP

RE: 283533
NOTICE OF PRIVACY INCIDENT

Dear FIRSTNAME LASTNANE;

We are writing to notify you, a valued member, of a recent incident involving 'some of your: personal
informatien.

What Happened?
On December 22, 2020, Humana was informed that an employee of a Humana subcontractor
inappropriately used their access to your information to disclose information, in.the form of medical

records, to unauthorized individuals in an effort to train medical coders fora personal coding business;- =

endeavor Theé subcontractor discovered the incident on Decem ber 16, 2020: The activity occurred October
12; 2020 throuigh December 16,2020, We deeply apolog|ze for-this situatiofi.

Cotiviti is a vendor Huimana uses for quality reporting and risk adjustment purposes Rrsk adjustment is. .

required -of Medicare Advantage plans; like Hiimana, by the federal NMiedicare agency, the Centers . for

Medicate and Medicaid Services (CMS) Cotiviti prov1des systems that allow Humiana to.contact: health care A

providers and request medical records for this: process

Cotiviti Utilizes a. subcontractor V|5|onary A Vlslonary employee was. attemptmg tostrain, “unauthorized

individuals-on how to- conduct Medicare Risk AdJustment coding.as part of 4 personal busindss endeavor:.
The Visionary employee, who was authorized-to access and use the' data for: Humana purposes, dlsclosed
the information tothe unauthorized individuals through a personal: Google Drive account.

Humana requires executed Business Associate Agreements with all organlzatlons that perform any services,
on our behalf involving our members” protected-health information. Thrs Business Associate Agreement
requires Cotiviti to comply. withifederal Health Insurance. Portability and Accountablllty Act.(HIPAA) privacy
regulations and to follow gurdehnes and policies ‘establistied by Hummana in mamtammg the privacy. and
confidentiality.of all protected health information, We also; conduct: assessments-of our business assaciates

to'vetify that processes are being followed. Similarly; COthltI has executed Business Associate Agreements

withtheir subcontractors that holds therm to these same standards

PRVCY0001r0620v1 _ - Humana.com
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What Information Was Involved?
The following information may have been included as:part of the medical recofds involved in the incident:

* Full Social Security Number

* Partial Social Security Number

* Name

¢ Date of Birth

* Address

* City

e State

¢ Zip Code

* Phone number

* Email address

*» Member Identification Number

* Subscriberldentification Number

¢ Dateof Service

e Date of Death

*  Provider Name

-+ Medical Record Number

* Treatment Related Information

* Actual Images (x-ray, photographs, etc.)

What Are We Doing? : C _

Humana iscommitted to safeguarding your personal infermation. Humanahas worked with Cotivitito ensure
it took immediate steps to enhance protections and. ensure the safety and'security of your information now
and into the future. To help prevent something like this’ﬁbm‘happ;@nir}g‘aga__ ;
action to ensure the appropriate physical and technical safeguards are:in place at:Cotiviti-and Visionary..

Upon discovery, Visionary immediately disabled the access :oj‘*t}he*h,owfbrméf’"gmpljoye_effqu,bQ:t:h Vvis‘ibné_ry-
and Cotiviti systems, Visionary implemented a broad containment strategy.to prevent any information that
was: subject to unauthorized disclosure, due to this incident, from:further unauthorized disclosure. Both

Visionary and Cotiviti launched a comprehensive investigation into the incident and hired cybersecurity firms. -

to assist in the efforts.

We know that-you may be worried about what took place. - : |

To help relieve ésncerns and restore confidence following thisiincident, we have partnere with Equifax®
to provide its Credit WatchTM Gold with 3-in-1 Moriitoring identity theft protection product to you for two,
years. There is no-cost for the service. A déscription. of this product and instructions about how to enroll
were included with the letter you received. ' : o

We strongly encourage you te enroll in‘this:no cost service to-protect yourself from the:potential misuse of
your information.. ' ' '

PRVEY0001r0620v1 ’ ‘Humdna.com
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What You Can Do

We do not think your personal information will be used inappropriately because of the incident that took
place. However, we ask you te remain vigilant. There are steps you can take to protect yourself. Review the
following for suspicious activity:

* Explanation of Benefit (EOB) letters

* SmartSummary Statements

* Medical Records

* Account Statements and Credit Reports

Watch for services you did. not receive or acco‘u'_nfcs_-:yOu'did notopen. If you find unfamiliar activity-an the
statements you receive from Humana, please notify us immediately, Keep 3 copy of this notice in case of future
problems with‘your medical records..

If you see suspicious activity @n your credit report, call your local police office to file a report for identity
theft. Geta copy of the report, Details are enclosed to obtain additienal information from the Federal Trade
Commission {FTC) and consiimer reporting agencies. You can learn to place a fraud alert and/or security
freeze onyour accouint;

For More Information
Do you have any-questions or need help with anything mehti_o_ned:ih this letter? Please contact us at 1-800-457-
4708. If you have a speech or hearing impairment and-use a TTY, call 1-800-833-3301.

Again, please accept-our sincere @pology for this.incident. We value your me-mb‘ershi_p and work Hard to
protect yourinformation.. -

Sincerely,.

Jim Theiss

Chief Privacy. Official
Humana, Inc.
Privacy Office

Enclosures.

PRVCY0001r0620v1 - . Huimana.com
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Identity Theft Guide

You are advised to:‘i'epor.t any suspected identity theft to law enforcement. You have the right to obtain
any police report filed in regard to this incident, If you are the victim of identity theft, you also have the
right to file a police report and obtain a copy of it.

In addition, the Federal Trade Commission suggests the following:

1. Fraud Aleért. Contact the toll-free number of any of the three consumer reportirig companies
below to place a fraud alert on your file. You only need to contact one of the three companies to
place an alert. The company you call is required to contact the other two companies. A fraud
alert tells creditors to follow.certain procedures, including contacting you before they opén any
new accounts or change your-existing accounts. For that reason, placing a fraud alert can protect
you but delay you when you seek to obtain credit. Under federal law, you may-place a fraud alert
on'your file free of charge,

Equifax Experian ' [ TransUnion
P.O. Box 740256 P.O. Box 4500 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester; PA 19016

1-800-685-1111 1-888-EXPERIAN or ~ [1-800-916-8800
www.equifax.com 1-888-397-3742. |www.transunion.com
www.experian.com '

2. Free Credit Report. You may obtain a copy of your credit reipdrt;ffff_(_aé.éf.f_éharg'é.,,qnce every 12 ..
months from each of the three nationwide credit-reporting ‘agencies. To order your annual free
credit report please visit www.annualcreditrepott.com or call toll free at 1- 877-322-8228. Even
if you do-not find any signs of fraud oh youf credit reports; experts in identity. theft recommend
you check your credit reports every three months for the nextyear. :

You:can alse order yourannual free credit report by mailing a completed-Annual Credit-Report -
‘Request. Form f(available from the U.S. Federal Trade ‘Commiission’s (“ETCY). website at
Wwww.consumer.fte.gov) to: Annual Credit Report Request Services, P:0: Box 105281, Atlanta, GA
30348-5281, S o ‘ :

For Colorado, Georgia; Maitie, Maryland, ’M.aé,sa:chuféiét‘ts, New:Jersey, Puerto Rico,
and Vermont: tesidents: You may. obtain one or mdre (depending on: the. state).
additional copies .of your credit '_rfe.po’r‘t_,’f'reefo?f' charge‘.__fﬁ\ib,u mﬁis;t-:cérf_mt"a,é‘t each-of the
creditreporting agéncies directlyto obtain such additional re port(s) ‘
Contact the Federal Trade Commission'and your state Attprn_ey.TG'en‘eral; 1fyou. ;b\e,!ijeyé ‘you:are
the victim of ideritity-theft or your-personal information has been ‘misused, you ¢ah contact. the
Attorriey:G eneral’s Office in your home.state and/or the: Federal Trade:Com 'rhiis"sipn at:1- 877-1D-

THEFT, (J;<—’877.—438;—4338) or by visiting the Federal Trade Commission website at

PRVEY000110620v1 - - Humana.com
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www.ftc.gov/idtheft or write ldentity Theft Clearinghouse, Federal. Trade Commission, 600
Pennsylvania Avenue, NW, Washington, DC 20580,

For residents of Maryland: You may also obtain information about identity theft prevention
from the:

Maryland Office of the Attorney General

Consumer Protectioh Division -

200 St. Paul Place, Baltimore, MD 21202 1-

888-743-0023, www,0ag.state.md.us

_For residents of North Carolina: You may alse obtain information about rdentrty theft
prevention from the: : :
North Carolina Attorney Gereral’s Office
Consumer Protection Division 9001 Mail Service Center Raleigh, NC 27699-9001
1-877-5-NO-SCAM, www.ncdoj.gov

Forresidents of Rhode Island: You may also obtain information about identity theft prevention
from the:

Office of the Rhode Island Attorney General

Consumer Protection Unit 150 South Main. Street

Providence; Rhode Island 02903

(401) 2744400, consumers@riag.ri.gov

Security Freeze: You may also place a- security freeze on your credit reports free of charge. A
security freeze prohibits a -credit reporting- agency from releasmg any ‘information from a:
consumer’s tredit report without written authorization. However please be-awafé that placing -
a security freeze on‘your credit report may delay, interfere with, or’ prevent the. tlme]y approval of
any requests you make for-new loans; credlt mortgages employment housmg or otherservices:.
Under:federal law; you cannot.be charged toplace, llft of remove a seturity freeze

You must place your request for 4 freeze wrth each -of the three -major:consurmer reportmg '
agencies:  Equifax -(Www, equrfax com); " Experiar (WW, experlan com) and Transtnion
(www.transuiiion.éom). To place a security freeze of your credit report, you may.send a written: .
request by regular;. certrﬁed orovem_lght mailté qurfax Experianand FransUnion at'thé addresses
( ‘": gh__,each of the cénsumer reporting agencies!
websites or overthephone, using the'contact: mformatlon above.

I order to request a secufity freeze; you will need to provrde some or all ofthe followmg
informatjon to the credit reportmg agency,. dependmg on whéther you doso online, by phone ar

by mail:
1. Your full name {(in¢luding middle lmtlal as. well asdri;Sr.; H Ill ; ete.);
2. Social Security Number; :
3. Date of birth;

PRVCY000110620y1 ' : Humand.com
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4. If you have moved in the past five {5) years, the addresses where you have lived.over the
prier five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement,
or deed;

6. A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

7. Social Security Card, pay stub, or W2;

8. if you area victim of identity theft, include a copy of either the police repert, investigative
report, or complaint to a law enforcement agency concerning identity theft.

The creditreporting agencies have gne (1) to three (3) business days after receiving your request:
to place a security freeze on your credit report, based upon the method of your request. The
credit bureaus must also send written confirmation to you within five (5) business: days and
provide you with a unique personal identification number (PIN). or password (or both) that can
beused byyouto authorize the removal or lifting of the secu rity freeze. It is importantto maintain
this PIN/password ina secure place, as you willneed it:to lift or remove the security freeze.

To lift the security freeze inh order to allow a specific entity or individual access to your credit.
repert, you must make a request to each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must 'pr0vide proper
identification. {including name, address, and social security number) and the PIN number or -
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report, You may-also temporarily lift
a security-freeze for a specified period of time rather than for a‘specific-entity or individual, using
the same:contact iriformation ‘above, The credit bureaus have between one (1) hour.(for requests
made online) and three (3) busiriess days (for reguiest made b’y.ma"il)*after‘r;ec_”eijvirj\g':yqu‘r réquest
to lift the secu-rity'f’reezel_f,.o.vr"tho's_é ideritified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the creditreporting agenciés by
mail, through their website, or by phone {using the contact information-above). You must provide.-
proper identification (name; address, and social:security number) and the PIN number or'password
provided toyou when:you placed the security freeze. The credit burea ushavebetween one (1) hour
(for requests made:online) and three {3) business-days (for requests made by mail) after receiving.
your reguest ;to-re:m_o've'th‘a_s_ecuri,ty;;;fr'_,eeie;.,; . :

PRVEY0001r0620v1 Humana.com.
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Discrimination is against the law

Humana Inc. and its subsidiaries comply with applicable federal civil rights laws and do not discriminate on the basis of race;
color, national origin, age, disability, of sex. Humana Inc, and its subsidiaries do not excluds people ortreat them différently:
because of race, color, national origin, age, disability, or sex,

Humana Inc. and its subsidiaries provide: {1)free auxiliary aids and services, such as qualified.sign language.interpreters, videg
remote interpretation, and written information in other formats to people with disabilities when such 'au_xi]iar‘y aids and services
are necessary to ensure an equal opportunity to participate; and, {2) free language services to people whose prim‘a’ry'lang'uage_:is
not English-when those services are hetessary to provide meaningful access, such as translated documents ar oral interpretation.

if you need these serviées, call 1-877-320-1235.0r if you use a TTY, call 711.

If you believe that Humana Inc: and its subsidiaries have failed to provide these sefvices of discriminated in another way on the
basis of race, color, national origin, age, disabijlity, or sex, you can file a grievance with Biscrimination Grigvances, P.0. Box
14618, Lexingtan, KY.40512-4618.

if you need help filing & grievance, call 1-877-320-1235 or if you use a TTY, call 711.

You can also file a civil rights complaint with the U.S. Department of Health:and Human Services, Office for Civil Righits
electronically through the Office for Civil Rights Complaint Portal, available at ht’tps://ocrportal.hhs.gov/o’c;r/por',ta‘_i/-ldbby;jsf, or
by mail or phone-at U.S, Department of Health and Human Services, 200 Independence Avenue, SW, Room 509F, HHH Bdilding,

Washington, DC 20201, 1-800-368-1019, 800-537-7697 (TDD).

Complaint forms are-available at https:/ /www.hhs;g‘ov/écr/office/file/index.htm[

Multi-Language Interpreter Services

ATTENTION: Hfyou do notspeak English, languageassistance services, free of charge, are available toyeu. Call 1-877:320-1235 -
{TTY:711).... ATENCION: sihabla espafigl, tiehedsi disposicidn serviciosgratuitosde ési'Ste_hCi’a ‘Iuihg"ih’sti’i:a. Llame 3l -1-877- )
320-1235 (TTY: 711),.. SB35 MBS Barhar | A HRBEEEE HURY. FRE 1-877-320-1235 (s 711)
o . CHU Y:N&u ban #di Tiéng Viét, cé-cdc dich vy hé try ngén ngit mign phi.danh cho ban, Ggi;s_5.1;8;77‘-320-1235 {TTY:

711).... FOL: BHR0IE AFS Al A2, of x|gl MEIAE 2R olgsia & R LICh 1:877-370-1335 (TTve:
7112 Tebsl FLALR... ,PAUNAWA: Kung nagsasalita ka’ng‘Tag'alog,maa‘ari-kjan‘grg'u-mamit;ng’<mga‘_sérbisydhgtU[or‘j‘g;sa
‘wika nangwa]a'ngbayad-;.'[ur_nawag,sa 1-877-320-1_235‘.,(TTY: 711).... Ecm sbi resapiTe H’a-‘pyégxom ABBIKE, To 83m. JOCTYRbI
BecnnarHbié Yehyrm nepesona. 3goHute 1-877-320-1235 {reneraiin: 711).... ATANSYON: Si'w pale KreydT Ayisyen, gen.sevis &
pou lang 'ki'di's‘po“_‘ri_i‘b- -‘gr:_atis,‘pou ou. Rel}a:fit-.8"777-,32b=_1:2'3§ _(TTY;:I=7:11).r..-; ATTE'NTIQN':Si,'vqus pariez francais; des services d‘aide
,linguis‘ti'que}'vous sont proposds gratuitement. Appelez le i=8i77.:320,f1:23_5~€(=ATS:.2111.... UWAGA: Jezelf mowisz po :pq:lfs__kt,;i_, mozesz
skorzysta¢ z bezpfatnej pomocy: jezykowej, Zadzwon pod namer 1r§?7-320;123'5 (ITY: 711).0 ATENCAD: e 1 ald ‘portugués,
encontram- ise dispeniveis servicos l'in_gu[st,i’Cds, grétis: Ligie para 1-877-320-1235 (TTV: 711). ATTENZIONE I casa la.Jingua-
ibili servizi di assistenza ili'hguiStiéa gra‘tu_'i’_c»’i._l(;hi_a’rnare' iLnumerao’ 1%7:_}3;2\0;’123‘5 (TTY 711) :
AGHTUNG: Wenn' Sie Detitsch sprechen, stehen' lhnen kostenlos sprachliche Hilfsdienst eistungeii zu \'le“rﬂf,:‘ ung. Rufnummer::
1-877-320-1235 (TTV: 7i1),., XEBH: BABEFENDE S, BHOS X EECAHWEE TR
320-1235 (TTY: AL)RT, BEFICCBBL LSV, v A b R 5 3o S Sy il 5
B paudli( TTV: 741)1-877:320-1235. D77 b'aaakon7h7iin:D77'siaadb‘eeyin_z[ﬁ'gobi n;ésizzaq;saadbee‘ikl‘_1,n7da~"1wqi§66'

hl=, koj8’ hOd77Inih 1-877:320-1235 (TTY: 711)...,1-877-320-1235 e i Ll K i M 55 Meile 5 gadidls S
Maadd fof

parlata sia lifaliane, song
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wwig fraudalerts equifax.com-oryou maycontact thé Equifax auto fraud lingeat
alert has been placed w1th Equsfax a notificatiori.will bé sent to the-other | two credit reportlng agencxes, Expenan a

22The Auramatlc Fraud A!ert feature fhade available’to. consumers by Equifax Inforntic
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EQuiFA

About the Equifax Credit Watch™ Gold with 3-in-1 Equifax.Credit Watch provides you with the following key features
Monitoring identity theft protection product and benefits:

o  Comprehensive credit file monitoring and. automated alerts of
Equifax Credit Watch will provide you with an “garly key changes to your Equifax,. Experian, and TransUnion credit
warning system” to changes to your credit file and help you feports
to understand the content of your credit file at the three o  Wirelessalefts-and customizable alerts available (available
major credit-reporting agencies. Note: You must be over ‘online only)
age 18 with a credit file in order to take advantage of the o One 3+in-1Credit Report and gccess to your Equifax Credit
produict. Reéport™

o Up to. $1 mrlhon in |dent1ty theft insurance-! with $0

o 24 by’ 7 live. agent Customer Servxce to assist you in
understanding the content of your Equnfax creditinformation,
to provide personalize identity theft victim assistance and in
initiating an |nvestlgat|on ‘of inaccurate informatién.

©  90day Fraud:Alert2 placement with automatic reénewal
funct:onahty (avallable onhne only)

How to Enroll: You can sign up onlineor over the phone

Ta sign up-Gnline for online delivery go to -To:sign up for US Mail- dellvery, dial1-866<937- 8432 for access to
Www.myservices.equifax.com/tri ‘the Equifax:Credit Watch automated enroliment process. Note
) that all credit reports and-aletts will bessent to- ‘you via US Mail
1. Welcome Page: Enter the Activation Code provided at the only.
top of this page in the “Activation Code” box and-click the. '

_ “Submit™ buttan, I -Actrvatron Code Youwill be asked to enter your enrollment
2. Register: Complete the form with +vyour contact code as pravnded at the tgp ofithis letter,

information (name, gender, home address, date of birth, 20 Customer Information? You will be asked to-enter yeur-home
Social Security Number and telephone number) and tlick

'telephone number, home: address, name;. date of birth-and
the “Continue” button.

5. Creats A . lete the f th i erma Segial Security’Number,
3. reaté Account: omplete the form with your-émail | o . R
— o . o ‘3. Par leR Youwillb k to provide Equifax with'
address, create.a User Name:and. Password; cheekthé box 3‘~ £ m155|b < u‘rpose ouwilthe asked to pravice qui

10 aceept the Terms -of Use and élick: the “Continue” your perm sio
button, file. Wlthout your agreement Equxfax cannot process yaur

4, Verify ID: The system will then ask you up-to foursecurity enrollmentr_
‘questlons to verify yéur 1dentnty Please @nswer the
Guestions and click the “Submit OF der” button,

S; Order Confirmation: This page shows you your completed
enroliment. Please: dlick the "VIEW My, Product” button to:|
access the product features:

» "mformatlon provnded) Please allow up to0 10 busmess days to.
'recexvet is: mformatlon

: sfyourcredltflle and:to moniter your |

Drrectlons for DlaCJ a Fraud Alert
Afraud alert is.a consuriier statement added to yourcredit report.. This statement alerts credltors ‘of possible fraudulent activity within your report
as-well a5 requests that they contact you prior to éstablishing: any accounts: in your name:.Once the fraud alert s addedto your: credit report, all
creditors shouid contact you prior'to estabhshmg afiy.accountin: your name. T place a fraudalert: onyour crednt file; visit:

1-877-478- 7625;; atid follow the sirfiple prompts., Ohice-the fraud

}Trans, Umon on your behaif.
1- Identity Theft Insurance underwritten byinsurance compariy'subsidiarias or- affiliates of Amefican Infernational Group, Ing, The descrlp'non hierein js a:summary and intendad for ’

‘ififormational Jpurposesonly and does not- include:all térms, conditions-and: excluswns of the pOlICIes ‘described, Please refertothe actual pollmes forterms; ccndmons, and.excliisions of

coverage, Coverage mayTriot be avallable ihAlljurigdietions.. This product i not] in

d for inots{under. 18 years.of age)
on Services LLC 3nd fulfilled’on Tts behalf by Equifsx Consumer-Services L1¢
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